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Take this very carefully: 
(FICORA 67 A / 2015 M) 
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My two cents 
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A number of cases where attackers with significant resources have 
been accessing core network infrastructure, modifying 
core/edge router configurations, even patching router OS in 
order to gain access to specific customer traffic 
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Why? 
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From network engineer workstations – access internet from a 
terminated Citrix session (Yes. I know this will cause serious pain.) 

Remote access to admin segments only with strong authentication 

Logging of all access to admin networks 

Logging of all access to network elements 

Logging of all commands sent to network elements 

Storage of logs in a separate log storage network with no access 
from regular admin networks 

Detection of lack of logs from network elements 

Network element running OS image verification 
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Recommendations 
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Also remember this: 

Reading FICORA 67 A / 2015 M with attached explanatory notes with 
a thought highly recommended 
 
Any recommendations for improvement welcome   
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